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Abstract— As social networks and always-connected mobile
devices grow in popularity, the control over personal information
weakens. This is especially true for teenagers between 15 and 18
years old, one of the population groups that shares more
information online, but also the most unaware of the risks
associated with this activity. For this reason, many institutions
have developed programs to educate the students in the correct
use of the new communication mediums. However, the concepts
about information security require a lot of expert knowledge and
are very difficult to explain appropriately.

In this paper, we present a serious game designed to enhance an
information security presentation aimed at high school students.
This is achieved through the use of augmented reality to give
shape and form to the intangible cybersecurity concepts and
allow the students to interact with them using the same rule set
that was explained during the presentation.

Keywords- information security; serious game; augmented
reality, experimental gaming model; game-based learning

I. INTRODUCTION

In recent years, the massive popularization of mobile
devices connected to the Internet at all times, in conjunction
with the advent of social networks for each and every aspect of
our lives, has changed our relationship with technology. In this
new reality, where the inability to manage and protect our
personal information is a growing concern, the only solution is,
paradoxically, to acquire more information about how to make
it more secure. However, this is not an easy task.

Cybersecurity (the application of Information Security
principles to large computer networks such as the Internet)
does not only require a deep understanding of the underlying
hardware and software systems over whose the data
transference takes place, but also a profound and up-to-date
knowledge about how that information can be used for harmful
purposes. Consequently, this field of computer science has
become extremely difficult to learn —and teach about— due to
its inherent complexity and the secrecy in which many
institutions (from IT companies to armies) shrouds the issue.
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Nevertheless, cybersecurity does no longer affect only com-
puter scientists and telecommunication engineers; in their
advancement towards a complete Information Society, many
countries are facing new security problems associated with the
massive usage of online services: credit card fraud, industrial
espionage and, even, attacks to critical infrastructures [1].

Due to the social scale of the problem, the only way to
address it is through the education of the entire population in
the risks that new technologies pose and reinforce the idea that
Information Security is a shared responsibility. However, the
complex and abstract engineering concepts in which those
technologies are based make teaching (and learning)
cybersecurity an arduous and time-consuming endeavour [2].

Against this background, we designed a presentation model
aimed to teach cybersecurity measures to teenagers between 15
and 18 years old, since this population group is not only one of
the most vulnerable to cyberattacks [3] but also because, in this
way, we are able to provide the students a better understanding
of technologies that will have a great impact in their futures
(whether they pursue a career in engineering or not).

In this presentation, we focus on the main cybersecurity
threats that high-school students face in social networks and
other online services. This context allows us to provide a direct
connection between the cybersecurity measures explained
during the presentation and a known environment for the
students. However, in order to make a lasting impression, we
developed a serious game that employs, with great effect,
augmented reality to provide an environment where the
“ethereal” concepts explained during the presentation take
shape. Since the virtual objects interact with each other
following the same rule set, we also make sure that the
concepts are correctly understood and will be remembered
when the necessity arises.

The remainder of this paper is divided into the following
sections: Section two explains why cybersecurity matters for
high school students (and educators) and enumerates the
different threats and countermeasures. Later, in section three,
we detail how the augmented reality-based serious game
enhances the presentation. Section four is dedicated to present
and analyse the obtained results, with a. Finally, section five
presents the conclusions and future work.
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II. CIBERSECURITY FOR HIGH SCHOOL STUDENTS

Since schools are enclosed environments where teenagers
spend a large portion of their time, they develop all kinds of
relationships with their peers. Unfortunately, those also include
abusive and derogatory behaviours that, left unchecked, may
led to extreme cases of bullying.

Aware of this situation, over the years many educational
institutions have created programs to address this issue and
implicate all the actors into its resolution. However, these
programs have, for the most part, become obsolete by the
technological evolution and the new ways of communication
that mobile phones offer.

In this new environment, the students take advantage of the
technological gap between generations (associated with the
effect known as digital divide [4]) to create conversation spaces
free from parental and teacher supervision, but not from risks.

The anonymity and age-masking provides a powerful tool
for those who want to abuse their victims without being
identified, while the ubiquity of the services allows the
humiliation to persist outside the school grounds [5] (where the
educators have little to no power).

This issue has become even worse since the introduction of
smartphones. With more ways to share information (including
image and video files), the number and damage of potential
attacks grow exponentially. For example, there have been
numerous cases of cyber-bullying in whose the aggression is
recorded on video and shared with the classmates of the victim
to further humiliate him/her [6].

Nevertheless, physical attacks are not the most common
tactic for cyber-bullies. Instead, they obtain sensitive
information (usually, by extortion or deception) and use it to
blackmail the victim or, directly, share it indiscriminately.
Since the entire process does not involve actions in the “real”
world and their identity is hidden beneath a complex software
system, they think themselves away from prosecution.
However, this is not only not true (because the communication
services available for students usually keep a record of the
conversations and the parts involved in them), but it also leads
to the commission of very serious criminal offenses such as the
distribution of child pornography [7] or suicide induction [8].

Against this background, there are two main options: either
to provide tutors with tools to motorize the conversations in the
new communication mediums (and, thus, entering a never-
ending technological race against the students) or to educate
the students in the correct use of those services (and the
consequences of their misuse). In our research work, we have
chosen the latter approach since we consider that making the
students aware of the dangers they are exposed to not only
makes them less inclined to take part in any cyber-bullying
incident, but it also prepares them better for the highly
technological world they will have to face later in their lives.

In order to achieve this goal, we created a presentation
aimed for high school students in which we explain the main
threats to their virtual existences and the security measures they
can take advantage of to defend themselves.
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A. Main Threats

There are three main ways in which high school students
can have their information security compromised:

e Identity Theft: With the personal information shared
between several web services and social networks, it is
increasingly difficult to maintain an appropriate control
over all of it. A situation that can be easily exploited by
potential attackers, and that could result in cyber-
bullying or blackmailing [9].

e Over-sharing: As more students register into social
networks, the possibility that they may inadvertently
leak critical information increases. As in the previous
case, this information could be used for nefarious
purposes, but, this time, it may be much more difficult
to identify the culprit.

e Malware: Malicious software has come in many
different shapes and sizes over the years. Nowadays,
however, malware creators don't go after fame, but
after fortune [10]. The main threat are not destructive
viruses, but sophisticated trojan horses that install
themselves into the system —including mobile
devices— and relay every bit of personal information
they can get, while simultaneously making the
computer part of a botnet at the service of the attacker.

B. Countermeasures

For each of the aforementioned threats there are several
countermeasures that do not even require the installation of any
kind of security software (partly because such software is not
yet available for mobile platforms):

e Robust Passwords: Although new and more secure
authentication mechanisms are implemented every day,
password-based systems are still the preferred way to
identify users (specially, in online services). That's
why storing them in a secure place is not enough. We
recommend that they have a reasonable length (at the
moment of writing this document, at least twelve
characters), to include all sorts of special characters, to
be unique for every web site or application and, most
important of all, to not be easily deducible from public
personal information (which also applies to any
“security question” mechanism).

e  Multilevel Security: Almost all operating systems and
social networks offer the option to create multiple
layers of protection for the sensitive information.
Using them wisely is the key to avoid any kind of data
leak. After all, the most secure information is the one
that is not shared.

e Healthy Scepticism: The main tool against almost all
“social engineering” techniques is a healthy dose of
suspicion. Being able to discern between a SPAM
message and a legitimate one, or whether a download
executable is safe or not is not a competence that
should be delegated exclusively on security software
(no matter how well designed it may be).
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III. ENHANCING THE CIBERSECURITY PRESENTATION

During the creation of the presentation about cybersecurity,
we realized that many of the aforementioned concepts were
hard for the speaker to adequately explain and even more
difficult for the high school students to understand and
assimilate. For this reason, we decided to create a complimen-
tary activity to enhance the learning experience by developing
an augmented reality-based serious game.

A. Serious Games for Education

In recent years, the development of games for educational
purposes has become an important field of research, due to the
good reception of students [11] and the popularization of the
tools required to obtain satisfactory results without the need of
a specialised team.

In this kind of games, the primary objective is not the
creation of a fun experience for the players, but to allow the
students to intuitively experiment with complex concepts and
the relationships between them [12]. A learning process that
enables the students to acquire the necessary competences by
requiring a constant interaction with the environment (in which
the users dynamically discover the elements that can be
interacted with, the rules that govern them and the goals they
have to achieve) [13]. An environment that promotes the use of
the scientific method, by encouraging the students to acquire
knowledge for different sources (including their classmates),
formulate their own hypotheses and test them without fear of
failing.

There are three main learning models associated with the
serious games for education depending on when the actual
learning process takes place:

e Review: In this model, the game developers do not
introduce new concepts, but, instead, present the
players with a problem that requires their adequate
understanding in order to “win” the game.

e Experimentation: This model presents the concepts and
requires the players to use the knowledge to solve
increasingly difficult problems with it. In this way, it is
possible to adapt the learning process to each
individual.

e Reflection: In this last model, created by Garris et Al.
[14], the learning is achieved outside the game
environment. After the game ends, the players are
asked to reflect upon the experience and extract the
lessons they have learned from it.

B. Augmented Reality

One of the biggest problems that educational games face is
the lack of player immersion [15]. Even if the experience is
particularly compelling, the fact that the learning process takes
place in the other size of the screen significantly decreases the
involvement of the user. Thankfully, Augmented Reality
provides a —relatively— easy solution to this issue.

The term Augmented Reality encompasses a wide spectrum
of technologies that aim to integrate virtual objects seamlessly
into the real world (or, at least, to alter the user’s perception to
achieve a similar result [16]). These technologies have been
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applied in many commercial products, greatly enhancing the
user experience and providing new ways to interact with the
virtual environments [17].

Since the creation of the illusion requires the camera(s) and
graphic display(s) to be placed between the real environment
and the user, there are basically two different approaches:

e AR lenses: In this interaction model, the user sees an
augmented version of the real environment through a
mobile platform (usually, a smartphone or a tablet).
This allows the free exploration of the environment but
the results are limited by the capabilities of the device
and the constant change of position requires complex
software systems to deal with the occlusion of objects,
the changing lighting conditions, physical collisions
between users, etc.

e AR mirror: In this paradigm, both the camera and the
display are fixed in place and connected to a computer
(with higher graphical capabilities than most mobile
platforms). The users perceive the augmented reality
effect through a display which acts as a mirror surface,
but, at the same time, it also integrates the virtual
objects in the “reflected” image. This model limits the
interaction space but greatly simplifies the complexity
of the system while allowing multiple users at any
giving time.

Whichever the approach selected, for the virtual objects to
be seamlessly integrated in the real environment, additional
image analysis techniques are required [18]. For fixed —relative
to the camera— objects, background removal algorithms are
usually enough to achieve this effect without breaking the
immersion (e.g., allowing the users to occlude the virtual
objects with their bodies), but the objects that the user can
interact with require advanced pattern recognition algorithms
that track specific features (from simple shapes to human face
characteristics) in a frame-by frame basis.

In a previous work, we have successfully applied the AR
mirror paradigm to art exhibitions and three-dimensional data
visualization applications by employing custom marker
recognition algorithms [19]. As can be appreciated in the figure
bellow, this enabled the users to intuitively interact with the
virtual objects and explore the entire structure by simply
rotating the marker with their hands.

Figure 1. Example of the application of the magic AR mirror paradigm using
custommarkers to enhance the user experience.
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C. Concept Visualization and Game Mechanics

Since the main objective of the serious game is to help the
students to visualize and assimilate the cybersecurity concepts
explained during the presentation, we designed several visual
representations for the aforementioned security threats and
countermeasures. As Figure 4. shows, the security threats are
represented as cartoonish three-dimensional models while the
countermeasures are drawn as shields (each one with a
different icon and colour for easy recognition).

The goal of the game is to defend the victims (classmates)
of the security threats that “rain upon” them by using the
shields representing the countermeasures to block them.
However, there is no shield that can block all threats, so the
players are forced to use the knowledge they obtain during the
presentation to identify each threat and collaborate to block it
with the right shield.

For the game mechanics, the serious game takes inspiration
from the classic arcade game Missile Command. Not only the
prototypical mechanic of “stopping threats falling from above”
fits perfectly with the thematic, but the underlying pessimistic
vision contained in it (a result of the fears of the Cold War)
also reinforces the message present in the presentation about
how there is no such thing as a “happy ending” in cybersecuri-
ty, just another, harder “level” every day.

D. Interaction Model

In this experience the users interact with the virtual objects
using real wooden shields (one for each of the aforementioned
countermeasures). As can be seen in Figure 2, these shields
have a custom AR marker in the centre that allows the game
engine to track their exact location in the three-dimensional
space so it can superimpose an enhanced version of them on
screen and identify when the they collide with the three
dimensional models of the threats (and, in that case, analyses
whether the threat should be destroyed or not, depending on the
countermeasure).

Figure 2. The wooden shields used during the experiments.

The main reason behind using shields as the main
interaction mechanism —apart from being thematically
appropriate— is because the users can hold them using a handle
in the back, which allows higher degrees of freedom without
the user occluding the marker in the process.
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E. Interaction Space

The game we present in this paper has been designed as a
multiplayer experience that takes place in the same physical
space as the cybersecurity presentation (a normal classroom or
a small conference room with an audience of no more than fifty
students). As Figure 3 shows, both the presentation and the
serious game are displayed on a vertical surface using a
common projector. If necessary, the speaker asks the students
to sit in front of the projected image (between two to four
meters away) in order for the small camera situated below it to
take a clear video feed from them.

Figure 3. The scenario for the augmented reality-based serious game.

In order to clearly track the shields, during the execution of
the serious game, the players are asked to stand in front of their
classmates. If the players are too close to the camera, however,
the representation of their shield on screen changes colour and
becomes inactive. This measure is necessary to avoid accidents
due to physical collisions between the shields and/or the
players’ bodies.

F. Integration within the presentation

The serious game is executed two times during the
presentation, intending to serve both as a stunning introduction
and as an inspiring ending for the entire presentation in which
it takes place:

1) Stunning Introduction

Just after the speaker has presented himself, he asks the
students in front of him what they think “security” means and
what they consider an “insecure place” to be. After allowing
some short answers (that are not meant to be corrected yet in
any case), the speaker launches the application for the first
time, showing the video image captured by the aforementioned
camera, without any augmentation.

After the initial surprise, the speaker tells the students that
they are, in fact, in a dangerous situation, but that they cannot
perceive it, that they have to “enter the virtual world” in order
to see what it is really happening at that moment. Then, the
image on screen acquires a greenish tint (a recurring visual
technique applied to represent any computer-generated world)
while several virtual objects representing different kinds of
malware fall slowly over the —reflected— heads of the students.
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As the malware reaches the students, the number of “lives”
of the students (represented as hearts at the top of the screen)
rapidly decreases, and when all of them disappear (in less than
twenty seconds, to avoid diminishing the effect), a big “Game
Over” message is imprinted on screen. Then, the speaker
explains the audience that the previous situation is an
exaggerated simulation (although the risks are not less real) and
continues with the rest of the presentation.

2) Inspiring Ending

During the presentation, the speaker exposes the cyber-
security threats and introduces the countermeasures previously
mentioned in the second section of this document. At the end,
in order to make sure that the students really understand those
concepts and that they will keep them in mind for a long time,
he repeats their main characteristics and asks the audience
which security measure is being described. For each valid
answer, the speaker gives the student a toy shield that
represents that measure.

Once the three aforementioned security measures have been
named, the speaker asks the students that received the shields
to —proudly— stand up and come in front of the class. Then, the
speaker reveals the true purpose of the shields (“to defend their
classmates against the incoming threats”) and starts the game
for a second time.

The three students then become the main players of the
game and intuitively discover that their shields project a three-
dimensional object into the virtual world and that each one is
capable of deflecting the types of threats associated with the
security measure explained before. Figure 4 shows a recreation
of the game in action.

Figure 4. Recreation of the serious game during play.

After a minute of increasingly difficult waves of attacks,
the game finishes as a “You Win” message fills the screen.
Nevertheless, after the speaker congratulates the three players
and asks for a round of applause for the “heroes™, the message
on screen automatically changes to a cryptic “Continue?”. A
cue for the students to realise that the knowledge they acquired
in the presentation can —and must— be applied in their daily
lives.
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IV. RESULTS AND DISCUSSION

To adequately evaluate the effect of the augmented reality-
based serious game proposed in this paper, we requested the
students to complete a simple survey after the presentation. In
it, apart from basic anonymous data (gender, age and computer
experience), we ask them four questions (which they were
required to answer using a 1-5 scale): the knowledge they
gained during the presentation, how vulnerable they are to the
threats explained, how capable they are to defend themselves
and their general confidence in technology.

This survey was answered by a total of 208 (ages between
14 and 19) in three different schools during the first half of
2012. 128 of those students attended the normal presentation
(without the serious game) and 79 attended the enhanced
version (with the serious game). Figure 5 shows the results for
both cases:

(All) 5 =
Normal version

4 - @ Enhanced version

3
] \ l l_l ' l l

(Nothing) 1ed

v Knowledge Perceptlon of Defense Confidence

acquisition vulnerability preparation in technology

Figure 5. Results of the surveys.

As the graphic suggests, the use of the serious game does
not have a significant impact on the knowledge acquisition
(since it does not introduce any new concepts), but it greatly
affects the students' self-awareness in cyber-security while
significantly decreasing their confidence in technology, which
is an intended effect.

Additionally, we studied whether the experience suffers
from one of the biggest problems associated with multimedia
learning materials: the overload of the working memory
capacity of the students [20].

In our first tests, the three dimensional icons associated to
the security threats were more varied and detailed. However,
this made the recognition of the elements too hard for first time
users and, when the icons started to accumulate on screen at the
end of the experience, the cognitive load sometimes exceeded
the capabilities of the users [21] [22].

We solved this issue by simplifying the shape and colour of
the icons (which greatly reduced the time required for the
correct identification) and by giving the images from the real
world the aforementioned green tint. In this way, when the
users reach the point when there are more than ten icons on
screen, they are already focused just on recognizing the shapes
and colours associated with the countermeasure the shield they
carry at the time.
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V. CONCLUSIONS AND FUTURE WORK

In this paper, we have introduced a serious game that
enhances the presentation about information security which
bookends. Through a wise use of the magic mirror paradigm
and custom marker recognition, we have created an augmented
reality experience in which the users feel immersed and where
the rules about cybersecurity explained during the presentation
are put into practice.

As the results show, the serious game is a valid learning
tool that helps to consolidate the concepts about information
security by making them “tangible” to the users and by giving
them an interactive context for experimentation.

As a next step, we would like to improve our AR engine by
developing a more robust tracking system that can deal with
the difficult lighting conditions of many classrooms
(especially, those with flickering fluorescent lights), partial
occlusions and really fast movements.

Additionally, we are exploring up the possibility of
introducing an invincible character (“The Hacker”) at the end
of the game to reinforce the message that there is no such thing
as “completely secure system”.

Finally, we are researching for new ways to integrate the
learning process inside the serious game, incorporating new
ways of discover concepts, rules and goals in a more personal,
exploratory manner.
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